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◆ ⚪㺢涸怩峯濼霋䎽�
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ꅷ欽䫣邍♸㕃㘗湱絕ざ㼆䪊䲽絕卓鵳遤ⴔ區〳⟄倰⤑湬錜ッ梡絛欽䨪䎇䲿⣘怩峯ⴔ紩ծ湱䎾⸈㔿䒊雳倰呩⟄⿺荈㹁⛐䫣邍ⰻ
㺂կ㹁䚍涸馋⸷ⴔ區ㄤ㹁ꆀ涸굥ꤗⴔ區雮欽䨪刿⸈湬錜㖑✫鍒䔲⵸緸絞㸝Ⰼ朐ⲃկ欽䨪〳⟄荈㹁⛐䫣邍呋䒭⥂㶸䧭垷匣忘
駈欽䨪♶ず䎾欽㖞兞կ❡ㅷ佅䭯HTMLծWORDծPDFծXMLծCSV瘝⚺崨呔䒭涸䫣邍鳕ⴀկ❡ㅷ佅䭯䌢錞䫣邍ծ遤⚌䫣邍
OWASP�Top�10ծ瘝紩⥂䫡ざ錞䫣邍ծ馋⸷ⴔ區䫣邍䲿⣘㢴㽻妃ծ㢴錭䏞ծ㢴猫呔䒭ծ忘駈♶ず盗椚錭蒀꨽宠涸霫絈涸腚䓳
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 ❡ㅷ錞呔�

㾩䚍� XSCAN-G10/XSCAN-G20�

餴❡盗椚�
餴❡盗椚⸆腊�

佅䭯餴❡ⴔ絆盗椚�

佅䭯餴❡㼋Ⰶ㼋ⴀ⸆腊�

佅䭯叅溏ぐ餴❡굥ꤗ瘝紩絡雦⸆腊�

餴❡荈⸓〄梡� 餴❡荈⸓〄梡ㄤ䩛⸓幑⸈湱絕ざ⸆腊�

䪊䲽㼆韌 

乼⡲禹絡� WindowsծLinuxծUnix 瘝⚺崨乼⡲禹絡怩峯䪊䲽�

侨研䎽� MSSQL�ServerծOracleծMySQLծDB2ծInformix 瘝⚺崨侨研䎽怩峯䪊䲽�

䎾欽剪⸉� FTPծRDPծSMTPծPOP3ծWWW瘝⚺崨䎾欽剪⸉怩峯䪊䲽�

霃㢊�
佅䭯H3CծHuaWeiծCiscoծHPծNortelծJuniperծAppleծArrisծSymantec 瘝
⚺崨涸緸絞霃㢊⿺㸝Ⰼ霃㢊怩峯䪊䲽�

Web剪⸉㐼� IISծWebsphereծWeblogicծApacheծTomcatծzope 瘝⚺崨Web剪⸉㐼�

痦♲倰絆⟝�
Discuzծ㣐宪 CMSծ낏㡦 CMSծCMSEASYծ룅⽇ CMSծ鸑鴪 CMSծXHP�CMSծ
DrupalծJoomla� ծPHPCMSծDEDECMSծECSHOPծWordPressծeWebEditorծ
FCKeditorծStruts2 瘝㕂ⰻ㢪䌢錛痦♲倰絆⟝瘝ぐ碫䒓彂禹絡怩峯䪊䲽�

䪊䲽�

䪊䲽⟣⸉�
佅䭯㼆㢴⚡䪊䲽⟣⸉䎇〄䪄遤㢴⟣⸉荈⸓靈䏞佅䭯䪊䲽雦够⟣⸉盗椚♧妃䚍䧴
ワ劍䚍㖑䪄遤䪊䲽⟣⸉䎇荈⸓〄鷐䪊䲽絕卓�

〡⟁枣崵�
佅䭯㢴猫〡⟁枣崵倰䒭⺫䭍ⵄ欽 FTPծTELNETծSMBծSSHծRDPծVNC瘝⚺崨
⼸雳鵳遤〡⟁枣崵⯈雽㢪䭱欽䨪䲿⣘涸欽䨪㶶Ⱙ♸〡⟁㶶Ⱙ�

帿䏞䪊䲽�

佅䭯⚺⸓䪊䲽ծ鄄⸓䪊䲽⚙猫垷䒭�

佅䭯䩛⸓昭遤⸆腊�

佅䭯 Cookie 䔶ⵖ⸆腊�

㢴猫緸畀�

雩霆倰䒭�

㢴猫緸畀雩霆倰䒭佅䭯⺫䭍 BasicծDigestծNTLM 㖈ⰻ涸雩霆倰䒭佅䭯 HTTP
ㄤ SOCKS➿椚䎇佅䭯ぐ猫➿椚涸雩霆倰䒭�

⸓䙖昭赈�

佅䭯Web2.0鸑鵂䪄遤緸곜务涸 JavaScript 膃劥蜦》Ⱖ务涸Ꝇ䱹�

鍒區 FLASH务 URLꝆ䱹䫋》刿⸈Ⰼ꬗�

垷䬾롖叻挿ⴁ䲿》곜꬗务涸URL�

➢ Javascript 俒⟝务䲿》URL�
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㾩䚍� XSCAN-G10/XSCAN-G20�

䪊䲽�

HTTPS�

⼸雳䪊䲽�

佅䭯 HTTPS ⼸雳腊㢿荈⸓蜦》䨾剣䗳곢涸銳稇㼆㛇✵ SSL ⠛鳕涸ⰻ㺂鵳遤ⴔ

區〳㼆緸Ꜿծ霆ⵚ❜僒瘝㛇✵HTTPS⼸雳涸WEB䎾欽鵳遤荈⸓㸝Ⰼ霉⠮�

緸畀湡䔶絕匬�
佅䭯㼆湡叻緸畀鵳遤模侮帿䏞䪊䲽蜦》緸畀俒⟝⴩邍㖈䪊䲽鵂玐务⼓ⴔ湡䔶ծ俒

⟝瘝㣐㼭ⱗ霃㹁䎇佅䭯唬崵緸畀僽や㢊呩�

崨ꆀꣳⵖ� 佅䭯㼆 http 鵶䱹霼宠鵳遤崨ꆀꣳⵖ�

Ⱒꝶ㶶唬崵� 㼆ゎ剣暵婋Ⱒꝶ㶶涸Ꝇ䱹䙐殜唬崵涸⸆腊꣈姺䕧ㆇ㹐䨪涸⚌⸉姻䌢佅遤�

HTTP邍⽀荈⸓㞅⯎� HTTP邍⽀荈⸓㞅⯎ㄤ㼆⺫ゎ textaea ⯋稇涸邍⽀鵳遤崵霚�

佅䭯䌢錛涸 Web 䎾欽

䓳挿唬崵�

佅䭯 OWASP�TOP�10 瘝⚺崨㸝Ⰼ怩峯㥵SQL 岤ⰆծCookie 岤ⰆծXSS 騗畀膃

劥ծ呥卹岤ⰆծꝆ䱹岤Ⰶծꥧ诡㶶媯ծCSRF騗畀⠦鸣霼宠ծㄐ⟁岤Ⰶծㄐ⟁䪄遤ծ

➿瀦岤Ⰶծ麑⾎湡䔶ծ䓳〡⟁ծLDAP� 岤Ⰶծ邍⽀絗鵂ծ剪⸉㐼畮⺫ゎ岤ⰆծEL邍鴪

䒭岤Ⰶծ俒⟝⺫ゎծ盗椚た〵ծ併䠭⥌䜂屧怩ծ痦♲倰絆⟝ծⰦ➭ぐ碫CGI 怩峯瘝ぐ

猫碫㘗�

》霆⸆腊� ⵄ欽〄梡涸怩峯鸑鵂幷鷳崵霚勻낉霆怩峯㶸㖈涸溫㹊䚍�

䫣邍�

�

�

⚁⚌䫣邍� 佅䭯欰䧭⟣⸉䫣邍遤⚌䫣邍ㄤ瘝紩⥂䫡䫣邍�

䫣邍呔䒭� 佅䭯 PDFծWordծHTMLծXMLWEB怩䪊垷㗌鵮佅䭯ExcelծCSV�

䫣邍垷晜� 佅䭯荈㹁⛐䫣デⰻ㺂ㄤ䫣邍呋䒭�

禹絡盗椚�

❡ㅷ⼮紩� 佅䭯㖈絁⼮紩ծ猌絁⼮紩ծ㹁傞⼮紩�

煂渹デ险� 佅䭯霃縨煂渹⢪欽デ险䔲煂渹瑟ꢂ鴪ⵌ♳ꣳ禹絡㼜〄ⴀデ险�

侨研㢊⼝� 佅䭯禹絡侨研涸㢊⼝ㄤ䛪撑⸆腊�

傈䘋盗椚�
佅䭯雵䔶怩䪊乼⡲傈䘋ծデ险傈䘋佅䭯傈䘋雵䔶叅霧ծⴵꤑծ㼋ⴀ荛 syslog 剪⸉

㐼瘝�

緸絞䊨Ⱘ� 禹絡ⰻ縨♧❈䌢欽涸緸絞䊨Ⱘ⺫䭍pingծ騟歋騈驶ծ畮〡䪊䲽瘝�

⸈鍒㺙䊨Ⱘ� 禹絡ⰻ縨MD5ծSHA1ծBase64 瘝䌢欽⸈鍒㺙䊨Ⱘ�

HTTP䊨Ⱘ�
禹絡ⰻ縨 HTTP�GET/POST/HEAD/PUT/DELETE/OPTIONS/TRACE 瘝垷䬾霼宠崵霚

䊨Ⱘ�
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 Ⱙ㘗絆緸�
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